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"Change is the law of life. And those
who look only to the past or present
are certain to miss the future."
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OVERVIEW
At GoldFinX, We are committed to keeping Your information safe and secure. Please read
the following notice so that You understand how Your information will be collected and
used. In providing You with Our online mobile and Website and our GoldFinX coins sale
services (the “Service”), We naturally collect information from or about You or Your devices,
such as Your name and contact details, and if You participate in GoldFinX coins sale,
additional information for identity verification in accordance with applicable law, especially
the GDPR guidelines, and information about Your use of the Service.
GDPR is a regulation that requires businesses to protect the personal data and privacy of EU
citizens for transactions that occur within EU member states. GFX under its current form is
not subject to this evolving regulation because of the minimal client base and little personal
data it captures throughout its operations.
Nevertheless, GoldFinX takes digital security seriously. As part of its operations we will
devote time, money and energy to work in full compliance with the state-of-the-art security
standards protecting its network, equipment, data and reputation.
We will ensure these 10 steps be taken, when it applies, to fulfilling our general GDPR
requirements:
1. Ensure our key people in our organization (not just in the IT department) appreciate the
importance of GDPR and compliance with it.
2. Document the personal data that we hold, where it came from, and who we share it with.
3. Review our privacy notices and make any necessary changes.
4. Check our procedures to ensure that we can accommodate the rights of individuals to be
provided with their personal data in a commonly used format, and that you can delete
their data on request.
5. Update our procedures so we can handle those requests within the required timescales.
6. Identify the lawful basis for our processing activity in the GDPR, document it, and update
our privacy notice to explain it.
7. Review how we seek, record, and manage consent, and whether we need to make
any changes.
8. Make sure we have procedures in place to detect, report, and investigate a personal
data breach.
9. Designate someone to take responsibility for data protection compliance and
10. Understand when to carry out a Data Protection Impact Assessments (DPIA). consider
whether we are required to formally designate a Data Protection Officer.
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We will use the information We collect from or about You for a number of reasons,
including:
• To enable You to create an Account and for Us to identify you as the Account holder;
• To allow You to purchase GoldFinX Coins;
• To help Us keep track of Our interactions with You;
• To improve Our offering by helping Us to understand how You use Our Services;
• To allow Us to comply with Our legal and regulatory compliance obligations (including
applicable KYC and AML regulations).

PURPOSE OF THIS POLICY
At GoldFinX, we are committed to keeping Your information safe and secure. Please read
the following Policy so that You understand Your rights in relation to this information,
including how Your information will be collected, used and processed.
In providing You with Our GoldFinX platform and Website, We naturally collect information
about You. This Privacy Policy (“Privacy Policy”) sets out what We collect, how We use that
information, who We might share it with, and the steps We take to make sure it stays private
and secure.
In this Policy, where We say “You” or “Your”, this means You – the person who uses the
Website and/or purchases GoldFinX Coins via the Website and/or creates the Account on
the Website. Wherever we’ve said “We”, “Us” or “Our”, this means the GoldFinX Team as
mentioned on the Website.
References in this Policy to your “personal data” describes information that can be
associated with a specific person (the “User”) and can be used to identify that person
(including information about Your activities, such as information about Your use of our
online services, when directly linked to personally identifiable information, including
automatically collected).
Please read the following information carefully to understand our practices regarding your
personal data and usage information and how we will use it. By continuing to use our
Services, including browsing the Website, creating an Account and/or purchasing GoldFinX
Coins, you acknowledge that You have read, understood and accepted the information
described in this Policy. If any User does not agree with this Policy in general or any part of
it, such User should not access the Website and/or create the Account and/or purchase
GoldFinX Coins.
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The GoldFinX Coins Sale General Terms & Conditions, as well as GoldFinX Coins Sale Policy
govern the relationship between Us and You, and can be found on the Website. De-finitions
used in this Policy with a capital letter, will have the meaning which is set out in GoldFinX
Coins Sale General Terms & Conditions.

COLLECTION, PROCESSING AND USE OF YOUR INFORMATION
The personal data We collect or have about You may come from different sources. Some of
it will be provided by You and others will be collected from Your activity on our Website
and/or use of our Services. We may collect and use the following information about You:
1. INFORMATION WE COLLECT WHEN YOU ACCESS OUR WEBSITE
When You visit the Website (including the mobile version), even if You have not yet created
an Account with Us, We collect the information sent to Us by Your computer, mobile phone,
or other access device. This information includes:
• Your IP address;
• Device information including, but not limited to, identifier, name, and type
of operating system;
• Mobile network information;
• Standard web information, such as Your browser type and the pages
You access on Our Website.
We collect this information in order to administer Our Website, maybe block users from
access to the Website if such users are located in certain jurisdictions where the GoldFinX
Coins Sale is restricted or not permitted according to Our policies, personalize Our Website
for You, monitor and analyze trends, usage and activity in connection with Our Website and
services and provide third parties with aggregated and anonymized statistical information
about our Users.
When You access the Website or Use Our products or services We may place small data files
called cookies on Your computer or other device. We use these technologies to recognize
You as our User, customize Our Website for and to monitor usage of Our Website. See
Section 3 for more information.
2. INFORMATION WE COLLECT WHEN YOU CREATE AN ACCOUNT
AND/OR PURCHASE COINS

When you create an Account with Us and/or apply for purchase of GoldFinX Coins, in
addition to the information collected when You access our Website, We also collect:
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• Your name;
• Your email;
• Full name; (First and Last name);
• Detailed address (including country, postal code, city, street);
• Date of birth.
We collect this information to:
• Verify Your identity;
• Check Your special eligibility status for the purpose of GoldFinX Coins Sale
participation (i.e. absence in the list of banned jurisdictions, OFAC sanctions list, check
accredited investor status, etc.);
• Administer Our Website and provide services;
• Personalize Our Website for You;
• Send You technical notices, support, administrative and marketing messages;
• Communicate with You about products, services, promotions, events and other news
and information we think will be of interest to You;
• Monitor and analyze trends, usage and activities in connection with Our Website and
services;
• Provide third parties with statistical information about Our Users (but those third
parties will not be able to identify any individual User from that information);
• Detect, investigate and prevent fraudulent transactions and other illegal activities
and protect the rights and property of the Website Owner and others;
• Strictly follow generally applied and recognized KYC and AML rules and policies;
• Link or combine personal data We collect from or about You;
• Verify compliance with the Terms and Conditions and Coins Sale Policy governing the
use of Our Website.

In certain cases (when additional verification by a bank or compliance authority is needed
to comply with governmental rules, anti-money laundering (AML) or “know-yourcustomer” (KYC) policies), we may require You to provide additional information including:
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• Passport or driver license details;
• Numbers that You may use or have registered with Your local tax authority;
• Utility bills;
• Photographs or video of You;
• Confirmation of proceeds sources;
• Sworn statements;
• Documents that prove incorporation of a legal entity and verify their beneficial
owner, including full details of such beneficial owner (if a User represents a legal
entity). We are sometimes required to compare the personal data You provide to third
party databases in order to verify its accuracy and confirm Your identity to comply
with relevant anti-money laundering (AML) regulations and “know your customer”
(KYC) regulations.
We may use Your personal data and other information We collect to detect, investigate
and prevent fraudulent transactions and other illegal activities, develop new products and
services and to verify compliance with Our Terms and Conditions and Coins Sale Policy.
If You do not provide Us with any personal data requested, You may not be able to create
an Account or purchase or dispose of GoldFinX Coins. We do not bear any liability if You
are unable to purchase or dispose of GoldFinX Coins.
We may refuse You access to Our Services and Website should We, in good faith, have
doubts as to validity or authenticity of any personal data You provide.
3. LOCATION DATA
We use the IP address which connects to Our Services to determine geographic location. In
addition, when You use a location-enabled device to access Our Website and Services,
We may collect geographical location data or use various means to determine the location,
such as sensor data from Your device that may, for instance, provide data on nearby cell
towers and wi-fi access spots. We do this so that we can verify Your location to ensure
compliance with applicable laws including AML and KYC rules.
4. COOKIES
We use cookies and other similar technologies (e.g. web beacons, Flash cookies, etc.)
(“Cookies”) to enhance Your experience using the Website. Cookies are small text files that
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placed on Your computer by websites that You visit. They are widely used in order to make
websites work, or work more efficiently, and to deliver a better and more personalized
service.
Cookies may be either "persistent" Cookies or "session" Cookies. A persistent cookie consists
of a text file sent by a web server to a web browser, which will be stored by the browser and
will remain valid until its set expiry date (unless deleted by the user before the expiry date).
A session cookie, on the other hand, will expire at the end of the user session, when the web
browser is closed.
We use the following Cookies:
• Strictly necessary Cookies. These are Cookies that are required for the operation
of the Website.
• Analytical/performance Cookies. They allow Us to recognize and count the number of
Users and to see how Users move around the Website when they are using it. This
helps Us to improve the way the Website works. We use Google Analytics which is a
web analytics tool that helps Us understand how Users engage with the Website. Like
many services, Google Analytics uses first-party cookies to track User interactions as
in Our case, where they are used to collect information about how Users use Our
Website and how they use it.
This information is used to compile reports and to help Us improve Our Website. The
reports disclose Website trends without identifying individual visitors. You can opt out
of Google Analytics without affecting how You visit Our Website – for more information
on opting out of being tracked by Google Analytics across all websites you use, visit
this Google page.
• Functionality Cookies. These are used to recognize You when You return to the
Website. This enables Us to personalize Our content for You (for example, Your choice
of language).
You can find more information about Cookies and how to manage them at
http://www.allaboutcookies.org/.
You may control the use of Cookies within your internet browsers’ settings. If you reject or
delete certain Cookies, be aware that the performance of the related features and functions
of Our Website and services may be impaired.

8

HOW WE MIGHT SHARE YOUR PERSONAL DATA
1. WE MAY SHARE YOUR PERSONAL DATA WHERE:
• We need to in order to operate Our Services, including the purchase of GoldFinX Coins.
• We have a public or legal duty to do so (e.g. to assist with detecting fraud, tax evasion,
financial crime prevention, regulatory reporting, litigation or defending legal rights and
property, including Our own).
• We have asked for Your permission to share Your information and You have agreed.
2. WE MAY SHARE YOUR PERSONAL DATA AND INFORMATION WITH:
• Our partners, engaged to verify Your identity or special eligibility status;
• Companies that We plan to merge with or be acquired by (should such a
combination occur, We will notify You and will require that the newly combined entity
follow these terms with respect to Your Personal Data);
• Third party identification service providers for AML and KYC purposes;
• Law enforcement, government officials, or other third parties when We are compelled
to do so by a subpoena, court order, or similar legal procedure; or We believe in good
faith that the disclosure of personal data is necessary to prevent physical harm or
financial loss, to report suspected illegal activity or to investigate violations of any of
Our policies;
• Our banking and brokerage partners;
3. LINKS TO THIRD PARTY WEBSITES:
• Our Website may, from time to time, contain links to and from the websites of Our
partner networks, advertisers, and affiliates (including, but not limited to, websites on
which the Website is advertised).
• If You follow a link to any of these websites, please note that these websites and any
services that may be accessible through them have their own privacy policies and
that We do not accept any responsibility or liability for these policies or for any
information, including personal data that may be collected through these websites or
services, such as contact and location data. Please check these policies before You
submit any information or personal data to these websites or use the services.
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HOW WE KEEP YOUR PERSONAL DATA SAFE
• We protect Your personal data using security standards such as firewalls and data
encryption, physical access controls to Our premises and information access
authorization controls. We also authorize access to personal data only for those
employees or contractors who require it to fulfill their job or service responsibilities.
• Please note that transmission of data or information (including communications by
e-mail) over the internet or other publicly accessible networks is not one hundred
percent secure. Please note that We are not liable for the security of any data you are
transmitting over the internet.

HOW WE TRANSFER YOUR INFORMATION
We store and process Your information using cloud services in various jurisdictions.
As such, the information that We collect from You may be transferred to, and stored in
various jurisdictions outside of Your country of residence and outside the European
Economic Area ("EEA”). The laws on processing such information, including where such
information is classed as “personal data”, in these locations may be less stringent than in
Your country.
It may also be processed by staff operating outside of Your country or the EEA who work for
Us, for one of Our service providers or one of Our business partners. By submitting Your
information, You agree to this transfer, storing or processing.
We will take all steps reasonably necessary to ensure that Your information is treated
securely and in accordance with this Policy.
YOUR RIGHTS
As per our corporate policy and our GDPR guidelines You may access, review and edit Your
Personal Data at any time by logging in to Your Account using your credentials. European
users may have a right under applicable privacy laws to ask Us to provide details of the
personal data we hold about them or in certain circumstances, may request we delete their
personal data. To exercise these rights, please contact Us via the Website contact form.
UPDATES OR AMENDMENTS TO THIS POLICY
We reserve the right to modify or amend this Policy at Our discretion. Any changes can be
viewed in the “Last Updated” field above, so please check the section regularly
CONTACT
If You have questions concerning this Policy, please feel free to send Us the respective
message using the respective contact form on the Website.
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The GoldFinX logo, GiXCoin, GiXVault, Fair Trade Crypto-Financing, TrueOrigination
supply-chain solution are all properties of GoldFinX PTE LTD (Trademarks pending).
GoldFinX PTE LTD. - Head Quarters
9 Temasek Boulevard
#04-03 Suntec Tower Two
Singapore (038989)
GoldFinX Inc - America Office

GoldFinX LTD. - Middle East Office

Morgan & Morgan Building

Office 903

PO Box 958, Pasea Estate, Road Town

Fortune Executive Tower

Tortola, British Virgin Islands

Jumeirah Lake Towers
Dubai, United Arab Emirates

Email: info@goldfinx.io
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